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Publishable Executive Summary
The new levels of automation, digitalisation and the exchange of data brought by the advent
of Industry 4.0 has revolutionized modern manufacturing. In contrast to classical
manufacturing, where factories are self-contained and are based on the standard conveyor
belt-based mass production processes, Industry 4.0 enables dynamic and self-adapting
cooperation between manufacturing facilities. It combines cyber-physical systems (CPS),
Internet-of-Things (IoT) and cloud technologies in a sophisticated and decentralized
production environment. For instance, the production process of large OEMs can be
implemented using an “open work-shop station” architecture and process, where industrial
robots can navigate the “workpiece” from one work-shop station to the next until the
workpiece is completed and the final product is available for delivery.
Modern manufacturing systems are safety- and security-critical – system failures, security
breaches and unpredictable robot behaviours can result in huge material losses, but also in
endangerment of human lives. While Industry 4.0 opens endless new possibilities to improve
the production processes, it also encompasses unprecedented levels of complexity. The
interaction of robotic controllers with physical unpredictable environments including
machines, other robots and humans, the new levels of connectivity and the huge amounts of
captured and processed data make verification and validation of manufacturing system
against safety and security requirements an extremely challenging task. All the safety and
security properties cannot be guaranteed at the design-time only, and that there is an urgent
need for a design-operation continuum.
In this use case, two cooperating IoT / CPS production systems with autonomous mobile
robots are coordinated by a central control unit that distributes the tasks and monitors
execution in near real time. The use case was implemented in a mixed-reality environment,
where one robot is physical, while the other one is its digital twin. The physical and the virtual
robot interact via physical and virtual sensors. This scenario is used to demonstrate the value
of digital twins in mixed-reality scenarios, to propose a new V&V methodology that takes
facilitates reusing verification methods and artefacts across the design-operation continuum,
to evaluate new real-time edge computing capabilities in such distributed and adaptive
production system scenarios, to propose novel security concepts and secure data
management methods and to show that mixed-reality scenarios can be used as training
environments for the human operators.
Industrial autonomous mobile robots will increase production flexibility and shorten the
timespan necessary for adapting factories to different production processes. The combined
use of robots and their digital twins will significantly reduce safety and security risks of
adapting the existing production process by evaluating the new scheme in a mixed-reality
scenario.
Key Words
Mixed reality, verification and validation, specification-based monitoring, edge computing,
robotic applications
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1 Introduction
Industry 4.0 has revolutionized modern manufacturing by adding unprecedented levels of
automation, digitalisation and data exchange. Industry 4.0 enables dynamic and self-adapting
cooperation and interaction between (possibly geographically distant) manufacturing
facilities. It combines cyber-physical systems (CPS), Internet-of-Things (IoT) and cloud
technologies in a sophisticated and decentralized production environment. This contrasts with
the classical manufacturing processes, where factories are self-contained and are based on
the standard conveyor belt-based mass production. For instance, the production process of
large OEMs can be implemented using an “open work-shop station” architecture and process,
where industrial robots can navigate the “workpiece” from one work-shop station to the next
until the workpiece is completed and the final product is available for delivery.
A digital twin is another key concept that is tightly associated to the fourth industrial
revolution. It refers to a digital replica of the physical system, device or a process that can be
used for many purposes, including optimization and maintenance. While there is in the
literature a plethora of (sometimes conflicting) definitions of what exactly a digital twin is,
there is nevertheless an agreement about its main characteristics. First, there is the emphasis
about the relation between the physical system and its virtual (often simulation) model.
Second, this relation between the physical system and its virtual counterpart is established
and maintained by capturing, generating and analysing real-time data from sensors.
Modern manufacturing systems (as well as their digital twins) are tremendously complex.
Digital controllers interact with sophisticated physical environment. Robots interact with
machines, other robots and humans. Industrial IoT brings new levels of connectivity. The huge
number of sensors enables capturing, generating and analysing enormous amounts of data.
All these aspects can significantly affect safety and security of the production facilities and
pose a tremendous challenge to apply existing verification and validation (V&V)
methodologies. Knowing that a system failure, a successful security attack or an unpredictable
robot behaviour can result in huge material losses, but also in endangerment of human lives,
there is an urgent need to address these issues. Due to the extreme complexity of modern
manufacturing systems, all the safety and security properties cannot be guaranteed at the
design-time only, hence the design-operation continuum must be considered.
This use case, depicted in Figure 1, addresses some of these challenges by implementing a
scenario in which two cooperating IoT / CPS production systems with autonomous mobile
robots are coordinated by a central control unit that distributes the tasks and monitors
execution in near real time. In this use case, one robot is physical, while the other is its digital
twin – a virtual simulation model. In this use case, each autonomous mobile robot is given a
task to reach a particular station. The entering of the station by the robot is secured using BLE
TAGs. The behaviour of each individual robot is monitored both locally, while their interaction
is monitored on a local fog/edge node. The fog node also implements the central robot
control. It is also connected to a cloud, which provides computational means to simulate the
iDev40 783163
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digital twin and to perform continuous integration tasks. The cloud distributed the new tasks
to the robots. This mixed-reality scenario is used to:






Evaluate the value of digital twins in the context of mixed reality
o Effect on safe and secure adaptivity by adding a new robot first in the mixed
reality environment before integrating the physical robot to the existing
operation
o The potential use of simulation and mixed reality to train the operators
without the risk of damaging equipment
Propose novel V&V methodologies, security concepts and secure data management
methods that consider the interplay between the design phase and the operation
phase and that encourages reuse of artefacts across the design-operation
continuum.
Evaluate new real-time fog technologies developed in the project and assess their
use, together with existing cloud technologies in increasing the value of mixed reality
scenarios.

Figure 1: UC17 Architecture

This use case results from the collaborative effort between AIT, TUW, TTT, TTT Industrial and
CISC. This collaboration is summarized in Figure 2. The use case mainly builds on top of the
technical tasks:




Task 1.1.4 – “Validation of Data Management and Security Concepts”,
Task 2.3.3 – “Real-Time Control for Distributed Production Systems”, and
Task 2.4.2 – “Virtual Component Qualification”

AIT coordinated the use case efforts. The implementation of the physical (mobile robots) and
the simulation environment has been done by TUW. The fog nodes were developed by TTT.
CISC developed secure hardware and proposed security concepts, including secure data
iDev40 783163
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management. AIT provided verification tools and proposed a novel V&V methodology for
design-operation continuum. TUW and AIT integrated the hardware and software
components.

Figure 2: Overview of collaborations in UC17

Industrial autonomous mobile transportation systems will offer increased production
flexibility and shorten the timespan necessary for adapting factories to different production
processes. Such systems allow that first prototypical production runs with only a short
conversion time and can reduce time to market. In addition, such game changing process
redefinition will allow producing multiple configurations of the same type or even different
types one the same open workshop station-based manufacturing site. It will load the
expensive assembly and production robots significantly more efficiently than possible in the
conventional manner. It will allow gaining significant insight in new methods and processes of
production both in real set-up and simulation and process research. Adaptive and agile
production processes require an increased skill set from human operators in factories.
Requirements for human operators are already much higher than in the past and will rise with
increased complexity and connectivity. Scenario based learning in virtual environments can
be used to train new skillsets.

iDev40 783163
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2 Robotic system and its digital twin collaborating in a mixedreality scenario
As mentioned above the goal of the use case is to provide mixed- reality platform where a real
mobile robot platform can physically interact with the simulated robot platform. As shown in
Figure 1, the use case is implemented as a distributed heterogenous Industrial IoT system. The
main components of the system are:









F1/10 mobile robot platform,
Nerve fog/edge node,
Cloud infrastructure for DevOps and simulation environment,
sensor nodes for localization.
Robot Operating System (ROS) for the control of the robot ecosystem, with special
translator nodes designed to merge and exchange data from real and simulated
environments
Runtime verification solution integrated into ROS for quantitative online evaluation
of the robots’ behavior.
Identification device for granting secure access of the autonomous robots to the
charging stations

In this section, the focus is on the development of the mixed-reality environment and provide
the details about the specific setup. Some of the above components and their integration to
the environment are described in separate sections:




2.1

The nerve fog/edge node in Section 3,
The V&V methodology based on runtime verification in Section 4, and
The secure concept built around the identification device in Section 5.

Mobile Robot Platform

In this use case, the autonomous racing cars (F1/10) from TUW (Traxxas RC Ford Fiesta ST rally
cars) were selected, that are equipped with a Hokuyo 30LX LIDAR, a VESC 4.12 electronic
speed controller, Nvidia Jetson TX2 with Wi-Fi antennas, an Orbitty carrier board for Jetson,
an IMU sensor, and a ZED camera. While this car is not an industrial robot, it has the state-ofthe-art sensors and actuators, including the availability of a digital twin. This car, shown in
Figure 3, has been used for teaching autonomous driving at many universities across world,
including University of Pennsylvania, University of California at Berkeley and TU Wien, and
both the physical car and its virtual model are regularly maintained.

iDev40 783163
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Wifi Control

Lidar

Sensor and Power Board

Nvidia Jetson TX2
Battery

Figure 3: F1/10 autonomous car

The robot is equipped with series of localization and object detection sensors. The main sensor
used in this work is LIDAR. It provides three-dimensional image of its surrounding
environment. For the simplicity of the demonstrator and the proof of concept the focus was
on basic sensor input, to reduce overhead of configuration and calibration in a simulator later
on. The advantages of this mobile robot version is the size and versatility, and it is still using
industrial grade hardware and the sensors. It can be easily converted in an industrial grade
robot. The robot is communication with the rest of the IoT infrastructure via wireless
connection.

2.2

Gazebo Simulation

Gazebo is a widely used robotic simulator environment. In the use case Gazebo was used to
simulate additional robot vehicles with the same properties and to fed them in to the system
same as they would be by a real robot. It is placed in a cloud environment for the purpose of
computational power and to evaluate potential problems with latencies. Figure 4 shows a
simulation environment modelled on a laboratory at TUW, with both robots depicted in the
visualisation screen. One of the robots is pure simulation and the second one is real. The same
setup of the car is simulated in Gazebo simulator. It also allows us to build multiple copies of
a simulator car and to design custom scenarios. In addition to cars a local NFC station was
added that serve as checkpoints for the cars. They are also represented both in simulation and
as real hardware components.

iDev40 783163
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Figure 4: Mutual visibility between two F1/10 cars in the simulation environment

2.3

Software Architecture

The software stack (see Figure 5) is distributed on several machines for a mobile robot
platform to the cloud. Robot Operating System (ROS) is used to control the robotic
environment. It allows easy integration of additional modules/nodes into the system. The ROS
master is located on the Nerve Fog device and it serving as a central component in the system.
The mobile robot platform is hosting nodes for navigation, control and sensor data access.
Further, the Fog is hosting ROS nodes for creating a mixed-reality and monitoring of the data
used in verification segment of the use case. It also serves as an DevOps gateway it is able to
deploy new code or update the existing code. It is connected further with the two cloud
servers a cloud server hosting Gazebo simulation environment and the cloud server for the
management of Nerve fog clusters. The runtime monitoring is implemented on the Nerve
nodes as well, it is used to verify behaviour of the robot vehicles both in reality and simulation.
They are designed as separate modules with the interface to a database that hosts monitoring
data.

iDev40 783163
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Optitrack Node

Translator

Monitor 3

ROS Master
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Comm. & Drivers
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Administration
Partition
Simulation Interface
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ROS Communication &
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Linux

RTOS

Linux
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Web UI
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Fog Node Management
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Docker

Docker

Linux

Linux

Nerve Cloud

Simulation

Docker

KVM / Linux

Nerve Fog

Figure 5: Software stack for the mixed-reality use case

The mobile robot and the ROS master are interfaced with the Optitrack indoor localization
system that allows us to verify the position of the robot on runtime. This enables smother
simulation translation and the reference for the verification using real-time monitors. This is
particularly important in the verification of spatial and temporal route/path scheduling. In
addition to mobile robot platform also an IoT tagging station device will be introduced that
will also be represented in the Gazeebo simulation. It will allow simulated devices to reach the
tagging station. The demonstrator will show two types of devices in an extended reality
environment, a mobile robot and a static tagging station.

2.4

Demonstrating the Use Case

The use case will be demonstrated on three scenarios, using the components described in the
beginning of this section:





Following a gap scenario (physical robot follows the virtual one, maintaining a
minimum distance),
Cross section scenario (the paths of the physical and virtual robots are intersecting
and joining their respective sections, getting their access granted by the identification
devices)
Station rescheduling using the nerve fog/edge node real-time control capabilities.

In the first scenario, the usefulness of the mixed-reality environment combined with real-time
monitoring for training the operators will be also demonstrated. The operator controls the
physical robot with a joystick, following the path of the virtual robot. The runtime monitoring
solution provides feedback in real-time on how well the operator is doing and warns the
operator if she approaches a dangerous situation. The operator visually interacts with the
mixed reality environment via the Graphical User Interface (GUI) shown in Figure 6.

iDev40 783163
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Figure 6: Graphical User Interface for interacting with the UC scenarios.

The demonstration is planned to be presented via video that will illustrate the various aspects
of this use case and show the above scenarios. In Figure 7 you can observe a preliminary
demonstration setup. Final setup will involve physical environment for simulation scenarios
and tagging stations.

Figure 7: Preliminary setup for the UC 17 demonstrator.
iDev40 783163
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3 Nerve Fog Nodes and Management
The Nerve Ecosystem is designed to provide ability of time sensitive communication on the
fog level and ensure quality software, network and user management from the cloud.
Respectively, its operation is divided on the Fog with devices such as MFN 100 (see, and a
cloud management server used as a fog cluster orchestrator, network manager and user
manager.
In the scope of the use case MFN 100 node is used as ROS gateway between the robot platform
and the simulation environment. Its modular design architecture allows us to deploy different
applications or reconfigure existing setup on runtime. The applications can be deployed either
as full virtual machines or as Docker containers. It is an industrial approved platform, design
for large systems where there would be hundreds of robot agents. It is shown how a single
device like this can function as a control unit for the robot and also be extended into digital
twin without loss of functionality. The Nerve nodes are also prepared for time-sensitive
communication and as such can be used in systems with higher levels of criticality. The
communication towards the cloud is natively built-in, with the ability to use time-series
database and store the data from a field level of operation like a robot platform.

Figure 8: MFN 100 Foge Node

iDev40 783163
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4 Verification and Validation Methodology for Distributed
Robotic Applications
The verification and validation (V&V) of the distributed robotic applications is extremely
challenging due to the unpredictable and sophisticated environments in which the robots
operate, the interaction between the discrete control and the continuous dynamics of the
physical environment, and the distribution of components and sub-systems. In addition, the
mixed-reality nature of this use case adds another level of complexity that requires V&V
techniques, which can be used both at design-time (simulated virtual environment) and during
the system operation (physical environment). In this section, a V&V methodology for designoperation continuum based on quantitative specification-based runtime monitors is proposed
that has been developed in Task 2.4.2 “Virtual Component Qualification”.

4.1

Specification language - Signal Temporal Logic (STL)

The core component in specification-based runtime verification is a formal specification
language. It is used to express and capture the desired or undesired properties of the designed
system. In this use case, the Signal Temporal Logic (STL) (Maler & Ničković, 2013) is adopted
as the specification formalism. STL allows specifying real-time temporal properties of CPS/IoT.
STL is a declarative specification language that classifies behaviours into good and bad ones.
The following requirement is a typical example of an informal English specification that
describes the rising of a continuous signal and can be naturally formalized in STL:
“The rise time of the voltage V from Vmin to Vmax must be smaller or equal than Trise ms”.
The STL specification that describes the above requirement is expressed as follows.
vl = (V ≤ Vlow);
vm = (V > Vlow and V ≤ Vhigh);
vh = (V > Vhigh);
always (vl → (vm until[0,Trise] vh))

Specification languages for CPS can be equipped with quantitative semantics that enable
measuring the degree to which observed behaviours satisfy or violate specified properties.
Consider the STL property always(x <= 4)and the three behaviours shown in Figure 9. It
can be seen that the two first behaviours satisfy the specification, while the last behaviour
violates it. However, it is also observed that the second behaviour is much closer to the
specification violation than the first one. The quantitative semantics captures how far the
behaviour from satisfying or violating the specification is. This rich feedback contrasts the
classical yes/no answer that are typically received from reasoning about Boolean formulas.
This extension replaces the binary satisfaction relation with a real valued robustness degree
function while preserving the syntax of the specification language. The robustness degree

iDev40 783163
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indicates how far an observed signal from satisfying or violating the specification is. By 𝜌(𝑆, 𝑤)
the robustness of the trace 𝑤 with respect to the specification 𝑆 is denoted.

Figure 9: Illustration of STL quantitative semantics

In the context of this use case, STL can be used to express both local low-level requirements
within a single robot, but also to specify distributed system-level properties involving multiple
robots.
REQ 001

Informal requirement
Every step in the command must be followed by the observed response. The command
given to the robot is encoded as a ROS Twist message that expresses velocity in free
space consisting of its linear and angular parts. The robot state is encoded as a ROS
Odometry message that represents an estimate of the position (pose) and velocity
(twist) in free space. We require that at any point in time whether the distance
between the linear velocity on the x dimension of the command and the robot is
smaller than 0.5.
STL specification
always(abs(cmd.linear.x - robot.twist.twist.linear.x) <= 0.5)

REQ 002

Informal requirement
Whenever robot 2 is closer than d distance from robot 1, then robot 2 two goes in at
most T seconds within d' distance of some location L.
STL specification
always(abs(rob1.pos
rob2.pos)
eventually[0:T](rob1.pos - L) < d')

iDev40 783163
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REQ 003

Informal requirement
Two robots are never closer than some minimum e distance from each other
STL specification
always(abs(rob1.pos - rob2.pos) >= e)

4.1.1

From Informal Requirements to STL Specifications

The passage from informal requirements to formal specifications is not a trivial task and
requires highly skilled engineers. In this project, natural language processing (NLP) state-ofthe-art methods were investigated for developing a procedure based on artificial intelligence
that aims at automatically translating natural language requirements into Signal Temporal
Logic (STL) specifications (see Figure 10 for an illustration). This method has been developed
within Task 2.3.3 and its details are reported in Deliverable D2.15 “Communication services
between distributed actors”.

Figure 10: Translation from informal requirements to STL specifications using NLP

4.2

Runtime Verification of STL Specifications

Within the project RTAMT (Nickovic & Yamaguchi, 2020) a versatile library for generating
online and offline monitors from STL specifications was developed. The library facilitates
integrating various syntactic and semantic variants of the language. RTAMT supports standard
STL and its interface-aware extension (IA-STL) as specification languages. It provides
automated generation of online and offline robustness monitors from specifications under
both discrete and continuous interpretation of time. The architecture of the library is depicted
inError! Reference source not found.. The library is implemented in Python, facilitating its
integration with various design and operating environments, and in particular ROS.
Additionally, another version of the library was developed, RTAMT-CPP, which is entirely
implemented in C++ and admits very efficient monitors with bounded memory and
iDev40 783163
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predictable time requirements. RTAMT can be used for rapid prototyping of specifications,
while RTAMT-CPP is intended to be deployed on physical robotic platforms where
computational resources are more scarce. RTAMT is released as open source software under
the BSD3 license1. RTAMT-CPP is also released as open source software under the BSD3
license2

Figure 11: RTAMT architecture

As mentioned earlier, the library can be seamlessly incorporated in various design and
operational environment. Moreover, RTAMT4ROS was developed, an extension that
integrates RTAMT to ROS, thus enabling the use of specification-based runtime verification
and assurance methods in robotic applications. The architecture of RTAMT4ROS is shown in
Figure 12. RTAMT4ROS is distributed as open source software under the BSD3 license3.

Figure 12: RTAMT4ROS architecture

1

https://github.com/nickovic/rtamt
https://github.com/Digital-Safety-and-Security/rtamt-cpp
3
https://github.com/nickovic/rtamt4ros
2
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4.2.1

V&V Methods beyond Runtime Verification

Runtime verification methods can be integrated into more general Model-Based Design (MBD)
and Verification and Validation (V&V) flows. For instance, the RTAMT library was integrated
both to the ROS/Gazebo as well as to the MATLAB/Simulink simulation environments.
Robustness monitors can be used as the basis for development of other V&V techniques that
help the engineer during the design of distributed robot or other CPS applications:






Sensitivity analysis: the sensitivity of the distributed robot simulation model with
respect to its STL requirements by uniformly varying either input or model parameters
can be studied, simulating the model for each combination and monitoring the
simulation outcomes against the requirements. The outcomes of this analysis can
provide useful insights in which parameters (or combinations thereof) can influence
the satisfaction of the specific requirement.
Falsification testing: given an STL specification and the distributed robotic simulation
model, falsification testing aims to identify an input signal that result in the violation
of the requirement. It does so by solving a search problem over input parameter
variables to identify a trace that violates the specification (see Figure 13).
System diagnostics and fault explanation: In case of STL requirements violation, the
outcomes of the runtime verifications can be used to guide the explanation of the fault
and help detecting the faulty component(s) that lead to the observed fault.

Figure 13: Falsification testing - overview

iDev40 783163

Page 14

D4.7 - Virtual production with autonomous mobile industrial robots and interaction and training of operators

5 Security Concept and Secure Data Management
The goal of this activity is to implement a prototype of a identification device for autonomous
units, which integrates a microcontroller board into the smart ticketing system of CISC. The
prototype should be able to receive a ticket from the server and redeem this ticket at the kiosk
(working station). The sever communication is implemented with Representational State
Transfer (REST) services and the data transmission between the embedded client and the
kiosk is based on Bluetooth Low Energy (BLE). Additionally, it provides token-based user
identification and state of the art IT security cryptography with elliptic curve digital signatures.
The prototype provides better usability and a more pleasant user experience of the system
through automated procedures. Furthermore, it enables the absence of a human with a
smartphone, so a potential use could be in autonomous cars or other autonomous vehicles,
that are not operated by a human.
CISC Semiconductor GmbH has developed a smart ticketing system, which provides mobile,
secure, personalized access and authorizations to infrastructure and more. Companies can
generate/sell access tickets to grant unattended permission to their services anytime and
anywhere they define.
The system enables users/autonomous units to receive permissions (also called entitlements)
of specific products or services of participating companies via the smartphone application.
Additionally, tickets to access restricted areas can be granted to the user. These tickets are
stored in the user’s wallet in the application and can be manually or automatically redeemed
by the system as the user is receiving a product or using a service.
The logical server contains actually two server entities, namely the user account server and
the application server. The user account server contains a database for user accounts and is
separated from the application servers. The kiosk infrastructure devices (working station) are
specific hardware and software developments of CISC and the App is available for download.

Figure 14: Overview of system components

All devices communicate with the server through Representational State Transfer (REST)
services. The server generates the tickets (also called entitlements) and passes them to the
embedded client. Without the embedded client, a smartphone with the App would receive
iDev40 783163

Page 15

D4.7 - Virtual production with autonomous mobile industrial robots and interaction and training of operators

the ticket from the server and communicate with the kiosk via Bluetooth Low Energy (BLE).
The kiosk would then try, after receiving the ticket from the smartphone, to redeem the ticket
at the server. Now with the embedded client integrated in the system, the App and the
embedded client work together. An entitlement can be bought in the App and the server
generates and issues this entitlement to the corresponding user account. The embedded
client is bonded to the user account and therefore, is able to synchronize with the server and
fetch the entitlement from it. This enables an automatic redemption process of entitlements
through the embedded client. Potential usages of this advantage could be in autonomous
vehicles or car sharing systems. Access to parking space or restricted areas could be easily
permitted through entitlements and without any human interaction.
Once the ticket is received, the embedded client is now able to redeem the ticket at a kiosk
via a BLE connection. If the kiosk receives a ticket via BLE, it verifies the validity at the server.
If the ticket is valid, the server maps the ticket to the user and executes the process.

5.1

Client<>Kiosk communication

The embedded client communicates with the kiosk via BLE. As described above BLE
communication always consists of a peripheral and a central device. In this project the
embedded client is the central device and the kiosk is the peripheral device. As described in
Figure 15 the kiosk starts by advertising its services. Once the embedded client is running, it
starts to scan for nearby BLE advertisers every five seconds and analyzes the provided services
and characteristics. When the client is in a range of ten meters, which is the maximum
operating range of BLE, it should be able to receive the advertisements of the kiosk. If the
advertised service and characteristic match the ones the client is looking for, it initiates a
paired connection. Once a connection between the embedded client and the kiosk is
established, the entitlement redemption process via BLE starts. It consists of the two
messages, namely the InitMessage and the InitReplyMessage. The following two sections
describe the structural details of these messages and gives insight on the redemption process
itself.
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Figure 15: Flowdiagram of BLE communication

5.1.1

Redemption process

This section gives a detailed insight of the redemption process, which is illustrated in Figure
16. Once the embedded client is in possession of an entitlement and has established a
connection to the kiosk, the redemption process starts.
The first two steps implement the client authentication challenge-response protocol. First, the
kiosk sends the Initmessage to the embedded client. After the whole InitMessage is received,
the client tries to verify the authentication token of the kiosk and the signature of the
InitMessage with the public key, which was sent in the Auth-Token. If the verification was
successful in both cases, the embedded client sends the InitReply- Message, which contains
the entitlement. Now the roles are switched and the kiosk tries to verify the client
authentication token and the signature of the message with the public key of the client. After
a successful verification, the validity of the entitlement is checked locally by the kiosk.
Additionally, the kiosk requests an online verification of the entitlement from the server. If
the server classifies the entitlement as valid, it sends a positive acknowledgement to the kiosk.
The entitlement is now redeemed and the redemption process is finished.
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Figure 16: Entitlement Redemption process

5.2

Security Concept

This chapter describes the security aspects of the embedded client in the system. The security
foundation is based on Public Key Infrastructure (PKI) combined with the Elliptic Curve Digital
Signature Algorithm, which provides data integrity, authorization and trusted authentication.
The subsections below describe these cryptographic concepts.
5.2.1

Public Key Infrastructure

A PKI is a security infrastructure, that relies an public key concepts. Ensuring the identity of all
communicating participants, is the main goal of the PKI. Generally, a PKI provides a system
with authentication, data integrity and confidentiality.


Authentication: A PKI provides two services in the context of authentication. Firstly,
data origin authentication is offered. An entity has to use its own private key during
the signing process and therefore, binds its identity to the signed data. Secondly, a PKI
provides entity authentication. This is used to check, if the entity that send the
signature actually signed the data. To achieve that, the signing entity is challenged to
sign additional data, which then can be verified by the receiving entity using the public
key of the signer.



Integrity: Integrity is ensured, by verifying the signed data against the actual data and
checking, if it got altered.



Confidentiality: Confidentiality can be achieved by using various public encryption
methods. The data gets encrypted with the public key of the receiving participant and
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therefore, only the receiver is able to decrypt the data, because only he has possession
of his private key.

Figure 17: Overview of challenge response protocol including the tokens

In this project the server uses signed tokens and a challenge-response protocol, which is the
base of the BLE communication between the embedded client and the kiosk. Figure 17
visualizes this process. This protocol provides authentication and data integrity. The key pair
with public and private key is generated and locally stored on the devices. For the prototype
it is just stored in the internal flash memory. In the final product the key generation will be
done by a secure element. The private key never leaves the device and the server generates
the authentication token with the public key, he receives from the client. Furthermore, the
challenge-response protocol only has a short and limited time frame to be passed. This process
provides confidentiality. Additionally, the BLE messages contain so called nonces, which are
eight byte long random numbers, and a Network Time Protocol timestamp. Apart from the
other uses of the timestamp, it provides in combination with the nonces a certain level of
randomness in the message data to ensure, that every signature is unique. In contrast to what
one might have expected, data encryption of the BLE messages is not implemented in this
project. This is due to the fact, that both, the authentication and the entitlement token, are
only beneficial, if the challenge response protocol, which involves the owner of the right
private key, is passed. As mentioned before, only the devices themselves can possibly be
owning the right private key. Therefore, the data sent via BLE can be publicly visible. An
additional key exchange of a symmetric session key is avoided, because it would double the
time required to redeem a ticket via the slow BLE link.
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5.2.2

Trust Relationship

All entities are part of a trust relationship, see Figure 18. The server operates as a Certificate
Authority (CA). It has the responsibility to generate and sign entitlement and authentication
tokens for the embedded client and the kiosk. The kiosk is a Validation Authority (VA) to
complement the server. Through the authentication and entitlement tokens, it validates the
identity and authorization of an embedded client. As described in Figure 18, on top of the
entities is the self signed root CA. It is the foundation of trust for all entities in the system,
because it enables the secure HTTPS connection from the server to the client and the kiosk.
Therefore, the server transmits signed data, which the client and the kiosk are able to verify
with their pre-installed root certificate. The root certificate is updated through regular
firmware updates.

Figure 18: Trust relationship between entities

5.2.3

ECDSA

This project uses the Elliptic Curve Digital Signature Algorithm (ECDSA) to sign data and verify
signatures. As the input curve, the elliptic curve secp256r1 is used.
Overview ECDSA
The specification of the Digital Signature Algorithm (DSA) was published in a Federal
Information Processing Standard (FIPS), but in that publication it was called the Digital
Signature Standard (DSS). The DSA bases its security on the discrete logarithm problem (DLP).
The reason is the computational intractability of this problem in prime-order sub- groups of
Fp∗. In 1985 Neal Koblitz and Victor Miller invented Elliptic curve cryptosystems. These can be
considered as elliptic curve analogues of the cryptosystems, that use the older discrete
logarithm (DL). Instead of a subgroup of Fp∗ the elliptic curve cryptosystems use a group of
points of an elliptic curve over a finit field. The computational intractability of the elliptic curve
discrete logarithm problem (ECDLP) is the mathematical foundation for the security of elliptic
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curve cryptosystems. In 1992 the Elliptic Curve Digital Signature Algo-rithm (ECDSA) was firstly
proposed by Scott Vanstone, when he responded to a request of the National Institute of
Standards and Technology (NIST) for public comments on the proposal of the DSS. The ECDSA
can be viewed as the elliptic curve analogue of the DSA.
Advantages of ECDSA
The biggest advantage of the ECDSA over the DSA is, that it appears that the ECDLP is
significantly harder to solve than the DLP. Therefore, the strength-per-key-bit of elliptic curve
cryptosystems is substantially greater than in discrete logarithm cryptosystems (see Table 1).
This leads to a great decrease in parameter size to achieve a similar level of security using the
ECDSA. Smaller parameters realize faster computation speed, smaller keys and certificates. In
systems, which are constrained by processing power, bandwidth, memory space and/or
power consumption, like the embedded client or other IoT devices, these advantages are
especially important.

Table 1 Required Key Lengths of RSA and ECDSA

5.3

Setup identification device

To use the prototype, an Android smartphone with Android 6 or higher is needed. On the
device developer options must be turned on and USB-Debugging must be enabled. The
COYERO Client Android app has to be opened in Android Studio. After that, the app has to be
installed on the Android device. Once started, the first screen of the app shows the login
screen, see Figure 19: Login Screen.
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Figure 19: Login Screen

Before logging in, the smartphone has to be connected to the Android Debugger and Logcat
has to be opened. To filter the log of the COYERO client, the debuggable process has to be
set to com.coyero.client.staging. Now the setup is finished and the login can be done. Once
logged in, a screen with available working stations, see Figure 20 and Figure 21.

Figure 20: Service view
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5.3.1

Receiving ticket

Back at the screen with the available shops, a specific working station must be selected in this
example use case. This leads to the screen, where all available products are displayed. Out of
the products, the permission for the working station must be chosen. After selection, a screen
with product details opens. In this screen a ticket is bought from the server. After the
transaction the ticket gets displayed in the user’s wallet, see Figure 22. Now the user has a
valid ticket, which can be redeemed by the embedded client. Once the user logs out of the
app, the process in the Android app is finished. The embedded client is bound to the user of
the App. Therefore, it is able to synchronize and retrieve the user’s entitlements from the
server.

Figure 22: App wallet to store permissions of the unit/user

5.3.2

Redeeming ticket with embedded client

Setup Kiosk
The kiosk is written in Java and has to be opened and run by a Java IDE of choice. The project
SDK has to be set to Amazon Coretto 8. To enable the BLE communication for the kiosk, a
simple USB-Bluetooth-Dongle with predefined characteristics is used.
Redemption process
Once the kiosk is running, the embedded client can be started. The client connects to the
server and receives the entitlement that was bought before. After the communication with
the server is finished, the client starts the BLE process. If the client is able to find the kiosk, the
entitlement redemption process, starts and redeems the entitlement.
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5.4

Integration of the Security Concept to the Use Case

The identification device developed by CISC was integrated to the use case to provide secure
access of the autonomous robot vehicles to the base stations, thus allowing only autonomous
units with permissions to access the restricted areas by using tickets granted to the user. In
contrast to the V&V methodology presented in Section 4 that targets more the safety aspects
of the robotic application via SW-based runtime monitors, the identification device
demonstrates the need of hardware-based security solutions in the industrial robotic
applications.
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6 Conclusion
In this use case, a mixed-reality environment for industrial robot applications based on the
use of sensors and actuators, edge/fog nodes and clouds was developed. It is intended to
provide a safe and secure environment for experimenting with new extensions of existing
robotic applications and explore new scenarios. The focus was on several specific aspects in
this use case: (1) the real-time capabilities of fog/edge nodes, (2) the secure concept based on
an identification device, and (3) verification methodology based on specification-based
runtime verification.
The mixed-reality environment provides means for a physical robot and its digital twin to
interact, providing partial virtualization and facilitating scenario-based training. The proposed
V&V methodology for adaptive distributed robotic systems enables reuse of V&V
methodology/artefacts and allows developing a design-operation continuum. The fog-based
real-time control for distributed systems allows an effective decentralization of robots. Finally,
the secure IoT solution enables secure identification of autonomous units, offline (BLE)
without mobile internet communication and onboarding and configuration of the device is
done via a smart phone application and a secure cloud platform.
The outcomes of the use case allow (1) increased production flexibility by enabling
aapplication of (partially) new configurations/scenarios in mixed-reality environments, (2)
reduced time to market by evaluating new scenarios efficiently, safely and securely in the
virtual environment and by reusing V&V artefacts during design and operation, thus reducing
verification efforts, and (3) enhancing innovation capability by human-centered design of
production systems by facilitating scenario-based learning in virtual and mixed-reality
environment

iDev40 783163

Page 25

D4.7 - Virtual production with autonomous mobile industrial robots and interaction and training of operators

7 List of Abbreviations
Abbreviation

Meaning

CPS

Cyber-Physical Systems

IoT

Internet of Things

STL

Signal Temporal Logic

V&V

Verification and Validation

MBD

Model-based Design
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